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INTERCEPTION OF COMMUNICATIONS POLICY

The College’s Communications Strategy arising from the Yale College Management Charter delivers ‘effective communication at all levels, internally and externally’. This policy outlines how the use of networked communication devices shall be regulated in accordance with recommended best practice guidelines.

Telecommunications

1. The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 and the Regulation of Investigatory Powers Act set out new principles on the interception of communications.  It allows organisations to intercept without consent to detect crime. The definition of electronic communications includes telephone calls (IP phones / mobile phones / facsimiles) as well as computer usage (email / Internet usage) and storage over the network. Organisations do not need to gain consent before intercepting for these purposes, but they must have informed users that interceptions may take place which the College has done by informing you within this policy.  There are safeguards under the regulations to ensure that interception is ONLY permitted under certain conditions.
Telecommunications equipment usage (telephones/mobiles/faxes) will be regularly reviewed for the purpose of determining cost to the College and/or destination of calls.  *See Appendix A for telephone/mobile telephone management process.

Telecommunication resources, computers (including mobile storage devices) and data, network and Internet access and e-mail accounts are the property of the College and no user, therefore, should have any expectation of privacy in any communication, document or e-mail sent, received or stored.

The College may monitor or record communications without consent for the following: 

· To ensure compliance with the self regulating or regulatory practices or procedures relevant to the College. 
· To establish or demonstrate standards which ought to be achieved or are achieved by means of using the employee systems.
· To detect or prevent the unauthorised usage of the telecommunications system. 
· To detect or prevent crime. 

· To ensure the system is operating efficiently. 
The College may monitor but not record without consent for the purposes of: 

· Determining whether the communications are relevant to the College. 

· Monitoring communications to a confidential or anonymous counselling or support helpline. 
Emails
2. The College reserves the right to monitor any and all files in order to ensure compliance with the policy and as recommended by the Regulation of Investigatory Powers Act 2000.
3. The College reserves the absolute right to review, audit and disclose all matters sent over the system or placed in its storage. The College may carry out monitoring of e-mails for the following purposes:

3.1 in order to establish the existence of facts relevant to the business, eg to obtain records of transactions; 

3.2 in the interests of national security;

3.3 to detect/prevent crime, eg to conduct investigations into suspected fraudulent transactions / corruption;

3.4 to detect the unauthorised use of a telecommunications system (eg to monitor use of the system to ensure that employees are not in breach of any policies or procedures relating to use or behaviour);

3.5 to ensure employees are achieving the standards required - this will include monitoring for quality control and staff training purposes;

3.6 to ensure the effective operation of the system, eg to protect a business network against computer viruses or from being accessed by hackers;

3.7 to determine whether the purpose of an e-mail is relevant to the business, eg checking an employee's email during absence.

4. Wherever possible monitoring shall be limited to traffic and subject records.  However, the College may monitor the content of the e-mails where this is necessary to the business.  For example, where monitoring of traffic data reveals a suspected disciplinary offence, the College may monitor the contents of the e-mail in order to conduct a fair investigation.

5. In addition, the content of e-mails may be monitored for quality control reasons or to respond to business e-mails during employees' absences.

6. Monitoring may take place at any time, both inside and outside office hours, but is most likely to be in the form of audits and/or spot checks.  If monitoring reveals unauthorised use or any serious or repeated breach of this policy or any other form of use potentially damaging to the business, this may lead to disciplinary action including dismissal.

7. The College will not, under normal circumstances, intercept, view or listen to individual communications.

7.1 In exceptional circumstances, where there are grounds for suspecting a breach of law, employment contract, College policy or other legal regulations, and where viewing the content of communication/s is necessary to establish whether such a breach has taken place, content may be viewed.

7.2 Any content viewed will be limited to that necessary to establish breach of policy and any information held subsequently will only be used for proper enforcement of the policy.

APPENDIX A

TELEPHONES / MOBILE PHONE MANAGEMENT 

Calls may be monitored to detect the unauthorised use of the College’s telecommunications system (eg telephones / mobile phones) to ensure that employees are not in breach of any policies or procedures relating to use or behaviour and to determine cost to the College.

Telephone Monitoring:

· All in-coming external callers to the College will receive an automated message that informs “calls may be monitored for security, quality and training purposes.”
· College staff making external calls for the purpose of capturing data must notify third parties that ‘calls may be monitored for security, quality and training purposes’.
· Staff who have been issued with a ‘voice-mail’ business facility are expected to access and retrieve messages daily as per email messaging (see Point 2.21 of the Staff IT Acceptable Use Policy).
· All telephone bills are received by the Finance Section and registered within the Finance database.   Any excessive usage will be highlighted to appropriate College Managers to identify and investigate usage in accordance with guidelines as set out in the Interception of Communications Policy and in compliance with the Regulation of Investigatory Powers Act 2000.
· Staff are reminded that due to the obvious direct costs and indirect cost of unproductive staff time, the general rule is that no personal use of the telephone system is allowed.  However, the following exceptions to the rule will be permitted as reasonable concessions.  All concession calls are expected to be brief and of an occasional nature.  The list below is not exhaustive, but an illustration of the type of personal calls that an employee can make:

· Arrangement of appointments with Doctor, Dentist, Hospital, Optician, Solicitors, Garage etc.

· Informing partners etc of any changes to the normal work pattern.

· Checking up on health of child, parent, partner or their close family members.

· Responding to emergency phone calls received.

· Incoming non-business calls should similarly be restricted to the above mentioned matters.
Mobile Telephone management:

· Staff issued with College mobile phones will be expected to use them for business purposes and retrieve and respond to business voice-mail messages daily.  
· When the need to contact close family/friend is deemed to be an emergency or important to the health and safety of that person, it is permissible to use the college telephone system. The call should be succinct and if possible request that the person contacted, locate and use a land-based line if the need for additional information is essential. Extended use of the College's telephone system to personal mobile phones should only be under exceptional circumstances.
· Mobile phone bills received by Finance will be registered within the Finance database and then sorted and passed to College Managers for assessment and authorization.  Any excessive usage will be highlighted for further assessment and passed onto Administrators acting for that section.
· Administrators will forward copies of mobile phone bills to individuals attaching a Mobile Phone Bill Proforma with a request to individual mobile phone users to check, highlight and supply payment for any personal calls.
Deliberate and/or prolonged unreasonable misuse or abuse of the College telephone system or College owned mobiles, will result in disciplinary action being taken. In addition, any cost incurred by the College as a result of any misuse or abuse of the telephone system will be recharged in full to the perpetrator.

Personal Mobile Phones

Because of the potential to disrupt other staff in the course of College business, employees are discouraged from using their personal mobile phones where they can be audible to others during work time.  However the College recognises that in special circumstances e.g. as per personal calls list above, this may need to be allowed. In these instances the calls received need only be brief enough in duration to convey any essential information.
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