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IT ACCEPTABLE USE POLICY

Yale College provides access to IT systems and the Internet to help you in your study.  This policy is designed to help you understand our expectations for use of the resources and in particular the conditions of the Internet, and help you to use those resources wisely and legally.  Students are granted access to IT and Internet resources on the condition that they observe these regulations.  The IT Acceptable Use Policy is displayed in all IT Suites, a copy is available in the LRC and on the student intranet.  Supervising staff are empowered to enforce the regulations.  Any person found in breach of the provisions contained in this policy may be subject to disciplinary action in accordance with the College’s disciplinary procedures.

It is the responsibility of all students to read, fully understand and sign agreement to our policies.


Paul Croke, Principal.

Yale College, Wrexham.


(Please complete and return this slip to the IT Learning & Services Manager)

Yale College, Wrexham:  IT ACCEPTABLE USE POLICY (Student)

I acknowledge that I have accessed full details of Yale College’s IT Acceptable Use Policy and confirm that I have read and understood the provisions contained within it.

As a student of Yale College, who has use of IT resources, I agree to abide by the provisions outlined in this policy.

I understand that the College has an absolute right to access the system's information and hereby consent to the monitoring of my use of the College's internal, email and internet systems as is proportionate to the needs of the College.

Name: 




      Student ID: 





Signature: 






Date: 
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1.
FACILITIES

1.1 
The IT and Internet facilities are provided for all students of Yale College, to support study. At the discretion of the College, appropriate resources are allocated to students according to their curriculum requirements. 

1.2 
The needs of students with disabilities will be met with special equipment, software or settings, where appropriate. 

1.3 
All students will be provided with their own unique username and password in order to access the IT facilities. Anonymous access is not permitted. Group or joint accounts are only permitted in very exceptional, well-controlled circumstances.

1.4 
Most programs and data packages have been provided for business or educational purposes only. They are not to be used for other purposes. 

1.5
College network data is backed up every 24 hours.  

1.6
Internet services (including but not limited to worldwide web and email) are provided through a permanent connection to the Welsh Public Sector Network and the Joint Academic Network. Separate dial-up connections are not permitted. Students must adhere to the terms and conditions of use of other computers and services accessed through the network facilities and the Internet. 

2
CODE OF PRACTICE

Usage

2.1 IT and Internet resources are provided only for purposes relating to the study specific to the individual student of the College. They must not be used for private personal use (other than as outlined by this policy); for entertainment or for profit; or to access or distribute inappropriate material. 

2.2
Students must not attempt to connect their own computer equipment to the College network. Portable storage devices can only to be used in compliance with security constraints in Section 3.

2.3 Computer users must not cause unnecessary disturbance to other computer users, whether verbally, via the computer network, or otherwise.  

2.4 Students shall not attempt to access, copy, modify or disseminate information unless it is clearly intended specifically for their use.  

2.5 Students must respect copyright when entering text, downloading information or scanning and printing images and documents.

2.6 Students must not attempt to access any computer account, computer file, directory or electronic mail owned by another user. 

2.7 No student shall wilfully or deliberately cause physical damage to the computing equipment; all faults/damage either deliberate or accidental must be reported to a supervisor / member of Yale College staff. 

2.8 This Code of Practice also applies when using externally hosted discussion forums, including newsgroups, bulletin boards and chat rooms.  Students who participate in such events when relevant to their studies, do so as individuals speaking only for themselves and not on behalf of the College.  

2.9 The copying and publishing of images onto public forums without owner permission is strictly prohibited, contravenes the Student Rules and Regulations and will be treated as a disciplinary matter regardless of whether the copying and publishing was done on Yale College premises or using College IT resources.

Passwords

2.10 For reasons of security, students must accept responsibility for safeguarding their password – individual passwords must not be printed, stored on line or given to others.   Students must not permit others to use their account or use any network account other than their own. 

2.11 Passwords must be changed when prompted by the system, every 30 days or more frequently.  Passwords shall not be dictionary words or names – we recommend a  complex combination of Numbers and Letters. 

2.12 Students must accept responsibility for all activity taking place under their own username and password. 

2.13 In the first instance, if a student needs their password reset they must visit the IT Helpdesk (Room B-3-06) in person and show their student ID card.  

The alternatives are:

	Grove Park:

LRC (open 8.30am to 8pm – Monday to Thursday / 8.30am to 4.30pm Friday):    Student to visit the LRC who will contact the Helpdesk on student’s behalf 

Reception (open 8.30am to 9.00pm – Monday to Thursday / 8.30am to 5.00pm on Friday):   Student to visit the Reception who will contact the Helpdesk on student’s behalf.
	Bersham Road:

LRC (Open 8.30am to 8pm – Monday to Thursday / 8.30am to 4.30pm Friday):    Student to visit the LRC who will contact the Helpdesk on student’s behalf.

	In all cases, students must be carrying their College ID card.


2.14
Work-based learning and Enrolment in the Community students with limited College access may contact the IT Helpdesk (Ext 2030) by telephone (this facility is by prior arrangement with their Trainer/Mentor by completing a Yale Network Access form capturing relevant password security details in advance of making any call to IT Helpdesk).

Email

2.15 Students should have no expectation of privacy in respect of personal use of the College email system.
2.16 Emails containing inappropriate materials shall be deleted immediately upon receipt. They must not be forwarded or passed on in any way. 

2.17 The email system must not be used to distribute information indiscriminately, but only to specific recipients, and only in pursuit of College work or study.

2.18 Students are advised to prevent over-burdening network systems by deleting unnecessary e-mails, avoiding trivial messages or unnecessarily copying e-mails.  

2.19 Students must not install or use any software received via email.   
2.20 The College reserves the right to check incoming and outgoing email for viruses or other inappropriate content; to append text to electronic mail messages, but not to intentionally alter the content of messages; and to monitor all emails including deleted emails and the systems upon which such emails are stored and circulated. This right is reserved for the purpose of monitoring communications relevant to Yale College, and is extended to include the monitoring of personal emails where the College has a reasonable suspicion that the contents breach this policy e.g. contain sensitive information or inappropriate material or where required to detect or prevent crime or where it is in the interests of national security. 
2.21 In accordance with the College’s Equal Opportunities Policy (which can be viewed on the Student internet), the College does not tolerate any form of discrimination, and in particular, based on another’s sex, race, disability, religion or belief, sexual orientation or age. You must not, therefore, send any emails which could be capable of being discriminatory.  You should be aware that whether a remark is discriminatory will depend on how it is received, regardless of the intention of the sender. You must not send or forward jokes or other material which refer to the forms of discrimination set out above even if they seem harmless.
2.22 Users of email may be held to account for making defamatory remarks via email.  A defamatory statement is one which tends to damage the reputation of another individual or the College. 

2.23 Sending abusive or threatening emails or obscene or pornographic attachments via the email system are disciplinary offences.  In addition, they may attract criminal liability.
2.24 All of the above may result in disciplinary action being taken including expulsion.

Internet

2.24
The Internet for this College is a business or curriculum tool, provided to you at significant cost, primarily for curriculum-related purposes.  That is to communicate with tutors, to research relevant topics and obtain useful study information.  We insist that students conduct themselves honestly when using this resource, and respect the copyrights, software licensing rules, property rights and privacy of others.  

2.25
The College reserves the right to review Internet activity and analyse usage patterns, and to publicise this data to assure that College Internet resources are devoted to curriculum and business related activity.  

2.26
The College uses independently supplied software to identify inappropriate Internet sites.  We block access from within our networks to all such sites that we are aware of.  If a student finds himself/herself connected incidentally to such a site, they must disconnect from that site immediately and are expected to inform a Supervisor or Tutor who will contact the IT Learning & Services Department with details so that it can be identified and blocked in future.

2.27
The College has software systems in place that monitor and record all Internet activity / communication.  No student shall have any expectations of privacy as to his or her Internet use. 

2.28
Many external Internet sites are public forums where it is inappropriate to reveal College information or any other material covered by existing College policies and procedures.  Students found to be releasing College information via these forums, regardless of whether the release was intended, will be subject to penalties as outlined in the College’s Data Protection registration.

· Users should be cautious when disclosing personal information on public web-sites.

2.29
The College’s Internet facilities and computing resources must not be used to violate the laws and regulations of the UK or any other nation.  Any such use of College resources for illegal activity is grounds for immediate expulsion and we will co-operate with any legitimate law enforcement activity.

Personal Use

2.30
The College tolerates a limited amount of personal use under the following criteria:

· any such use does not interfere with the student’s study or other students’ study, i.e. this may only take place outside classroom study, such as lunch time, break times, etc.

· any such use has only an insignificant impact on the College resources. Such resources include storage space, network communication, and the utilisation of the computers themselves.

· the student understands that activity is monitored and logged, and that their use is subject to these regulations.

· technical support is not offered for personal use, and shall not be requested.

· this privilege may be withdrawn individually or collectively at any time.

Inappropriate material

2.31
The storage, distribution or display of material deemed to be offensive, obscene, harassing or sexually explicit is strictly forbidden. Other inappropriate material includes (but is not restricted to) anarchic material, fraudulent e-commerce and the distribution of unsolicited commercial e-mail.  

2.32
The playing of games is not permitted.

Software

2.33
It is the policy of Yale College to respect all computer software copyrights and adhere to the Terms & Conditions of any licence to which the College is a party. We will not condone the use of any software that does not have a licence and any student found to be using personal software on College systems, or in possession of, unlicensed software will be the subject of disciplinary procedures. 

2.34
Computer software must only be installed by the IT Learning & Services Department Technical Support staff, under no circumstances is computer software to be installed or uninstalled by any other individual/s.  

2.35
Shareware, Freeware & Public Domain software, fonts, screensavers and wallpapers are all bound by the same policies and procedures as all software.  No student may install any free or evaluation software onto College systems.  

3
SECURITY

3.1 
Yale College uses Anti-Virus software to safeguard its systems from malicious code. All disks, CD Roms and other transportable media will be automatically virus checked in use.  Users of their own personal storage must accept that this process may modify or delete device content if a virus is suspected.

3.2 
In view of the risks surrounding identity theft, users should be suspicious of emails or web-sites which request personal information.

3.3
It is an offence under the Computer Misuse Act to access (or attempt to access) computer held data, or software, without the authority to do so.  If a student is aware of or witnesses unauthorised access to systems or software data by another user, they must report it to IT Learning & Services immediately.

Monitoring

3.4 The College reserves the right to monitor any and all files in order to ensure compliance with policy and check incoming and outgoing email for viruses or other inappropriate content.  

3.5 Computers, data and e-mail accounts are the property of the College and you shall, therefore, have no expectation of privacy in any document or e-mail sent, received or stored.  

3.6 All students must be aware that Yale College electronically audits all computers regularly and frequently.

3.7 The monitoring of telecommunications is documented and explained in the College’s Interception of Communications Policy.  

4
LEGISLATION & PENALTIES

Penalties

4.1 Yale College reserves the right to seek recompense from any person misusing facilities, or deliberately causing inconvenience; for the resources used, for repairs to or replacement of equipment, and for resources and time used by staff in investigating and rectifying the situation. 

4.2 Matters involving students breaching these regulations will normally be brought to the attention of their Personal Tutor. The infringement may lead initially to temporary suspension of the use of IT facilities.

4.3 Serious cases or subsequent offences will be addressed through the College’s Disciplinary Procedures. Disciplinary action may be taken against any student who breaches any of the instructions or operating rules contained in this policy.

4.4 The College's grievance procedure will be available to handle disputes concerning the application of this policy.

4.5 It is the responsibility of all Yale College students to abide by UK regulations relating to the use of IT resources, including :-

· The Privacy and Electronic Communications (EC Directive) Regulations 2003 (European Directive 2002/58/EC)

· Freedom of Information Act 2003

· The Copyright and Related Rights Regulations 2003

· Copyright, etc and Trade Marks (Offences and Enforcement) Act 2002

· The Electronic Commerce (EC Directive) Regulations 2002

· Anti-terrorism, Crime and Security Act 2001

· Regulation of Investigatory Powers Act 2000

· Telecommunications (Lawful Business Practice) 

 HYPERLINK "http://www.hmso.gov.uk/si/si2000/20002699.htm" \t "_parent" (Interception of Communications) Regulations 2000

· The Consumer Protection (Distance Selling) Regulations 2000

· Data Protection Act 1998

· Human Rights Act 1998

· Public Interest Disclosure Act 1998

· The Copyright and Rights in Databases Regulations 1997

· Defamation Act 1996

· Disability Discrimination Act 1995

· Trade Marks Act 1994

· Computer Misuse Act 1990

· Malicious Communications Act 1988
· Copyright, Designs and Patents Acts 1988
· Protection of Children Act 1978

· Obscene Publications Act 1959

· EU Directive on the Enforcement of Intellectual Property Rights

· Waste Electrical and Electronic Equipment (WEEE) Directive

4.6
Copies of the above regulations can be accessed via the LRCs, Grove Park/Bersham Road, and on the student intranet.

5
POLICIES & PROCEDURES

5.1 
Yale College policies are implemented in compliance with governing regulations and policies. 

5.2
All policies and procedures are reviewed on a regular basis and amendments / additions will be communicated to all students. 
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